DS Logon

Safeguarding Your Credential

We take the protection of your personal information
very seriously and we are continuously looking

for ways to improve the security features of DS
Logon.

Our goal is to provide a strong credential that is
easy to use and maintain throughout the DoD
and VA.

By utilizing DS Logon, the DoD and VA can
ensure that access to your Personally Identifiable
Information (PIl) and Personal Health Information
(PHI) is safe and secure.

Features

e Easy to Use—
Ability to sign-on to numerous websites using a single
username and strong password

*Increased Security—
Protect Pll and PHI with National Institute of Standards

and Technology (NIST) compliant Level 2 credential

Services

e |dentity Vetting & Authentication—
DS Logon Authentication Service

* Authorization Attributes—
DS Logon Identity Management Web Service

¢ Credential Issuance—
DS Access Station (operator-based site) &

My Access Center (self-service site)

Please visit the Help Center in

the DS Logon Self-Service site  (2)Help C enter )
for more information:

https://myaccess.dmdc.osd.mil/identitymanagement/help.do

Current Applications using DS Logon

o Beneficiary Web Enroliment (BWE)

e Civilian Employment Information (CEI)

e DMDC Reserve Component Purchased TRICARE
Application (RCPTA)

e DoD Spouse Education and Career

Opportunities (SECO)

eBenefits

Family Subsistence Supplemental Allowance (FSSA)

Health Net Federal Services

Humana Military

HRSAP Web Application

Joint Qualification System (JQS)

MetLife

milConnect

My Army Benefits

Military Spouse Career Advancement

Accounts (MYCAA)

myPay

My HealtheVet (MHV)

myTRICARE

RAPIDS Self Service (RSS)

Remote Order Entry System (ROES)

RPAT Beneficiary Web App

TPharm Express Scripts

Transition GPS

TRICARE 4 U

TRICARE Online (TOL)

TRICARE Overseas

TRICARE Reserve Select

UHC Military West

For the most current list of sites and details, please visit
https://myaccess.dmdc.osd.mil/identitymanagement/help.do

Due to various factors, you may not have access to all
of these websites. Access is determined by our partner
on a case-by-case basis.
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DS Logon

Overview

DS Logon (DoD Self-service Logon) is a secure,
self-service logon ID account created by the De-
fense Manpower Data Center (DMDC) as an iden-
tity credential that allows people affiliated with
the Department of Defense (DoD) or the Depart-
ment of Veterans Affairs (VA) access to numer-
ous websites using a single username and pass-
word. DS Logon supports the Personnel Identity
Protection (PIP) Directive and National Institute
of Standards and Technology (NIST) e-
Authentication guidance providing a high level of
trust that you are who you say you are
(authentication assurance) in situations where
Common Access Card (CAC) authentication is not
available. The NIST has defined separate levels
of assurance:

e |evel 1 would be equivalent to self-
registration. Websites or applications do not
need to know who you are, just that you are
the same person who registered previously
and that is using the account.

® |evel 2 credential requires a certain amount
of confidence or "level of assurance" that you
are who you say you are. This is why in per-
son proofing is required for level 2 creden-
tials. This level of assurance proofing is re-
quired to fully access participating websites
or applications.
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Why should | use DS Logon?

DS Logon Account offers a high level of trust that
you are who you say you are (authentication as-
surance) in situations where Common Access
Card (CAC) authentication is not available. DS
Logon allows access to numerous websites using
a single username and password only for eligible
DoD and VA affiliates.

DS Logon saves time by potentially eliminating
the need for manual correspondence i.e., written
letters, completion of forms by allowing you to
make your own changes immediately through
websites that use a DS Logon Account for access.

DS Logon is convenient - You can utilize your DS
Logon Account 24 hours a day, 7 days a week,
other than regularly schedule maintenance to
change or review your current information.

Who is eligible for an account?

® Service Members
(Active Duty, Guard/Reservists)

® Veterans
® Retirees

® Spouses, including former spouses who are
beneficiaries

® Eligible Family Members (age 18 and over)
e DoD Civilians and Contractors

You must be enrolled in Defense Enrollment Eligj-
bility Reporting System (DEERS) to get a DS Logon
Account.

How do | get started?

If you have a Common Access Card (CAC) or DFAS
myPay Login ID, you may request a DS Logon Ac-
count online for yourself and eligible family mem-
bers by accessing the My Access Center application
at https://myaccess.dmdc.osd.mil/.

See Registration section of the Help Center for more
information.

If you do not have a CAC or DFAS myPay Login ID,
your identity must be confirmed in person at a par-
ticipating VA Regional Office.

To locate a designated facility, visit the VA Regional
Office locator at:
http://www.benefits.va.gov/benefits/offices.asp

If you are getting a new ID card issued and you are
affiliated with the DoD, you can visit a RAPIDS loca-
tion. You can locate the nearest RAPIDS facility at:
http://www.dmdc.osd.mil/rsl

Note: When a military member retires or transfers to
the reserves, they may continue to use the same DS
Logon username and password or DFAS myPay Log-
in ID and password that was used while on active
duty.

Questions or Comments? Email us at

dodhra.dodc-mb.dmdc.list.ds-logon-issue@mail.mil




